Abstract: There are important information security problems for system identification, which have not been paid attention to and well studied. In this paper, we discuss the security problem of input information according to a class of system identification problems, and present security protocols in the sense of cryptography. It is ensured that the input information is not leaked during solving the identification problem, which can deal with passive attacks effectively. In addition, a quantitative relationship between the input information and the number of participants is given in this paper. The simulation results show that, in the range of allowed errors, the identification algorithm with the security protocol achieves the estimation accuracy. Moreover, the corresponding time complexity increases comparing with the original identification algorithm.
INTRODUCTION
Information security mainly refers to the protection of information and information systems from unauthorized access, use, destruction, modification, inspection, records, etc. Government, military, financial institutions, hospitals, private enterprises have accumulated a large number of information about their employees, customers, products, research, financial data and other confidential information. If the company's customers, financial status, new product lines and other confidential information is mastered by competitors, the loss of such security may result in economic losses, legal proceedings and even the bankruptcy of the enterprise. In addition, for individuals, information security has a significant impact on their personal privacy. Protecting confidential information is a business requirement, and it is also a moral and legal requirement in many cases.
With the rapid development of information technology, information security has become more and more important and has been paid more attention by researchers. The field of information security has experienced tremendous growth and evolution in recent years, (see Gordon and Loeb (2002) , Catteddu (2010) and Bulgurcu et al (2010) ). It provides many special research fields, including: security network and public infrastructure, application software and database, safety test and evaluation of information systems, enterprise security planning and digital forensics technology, etc.
Nowadays, most confidential information is collected and stored in the computer, and transmitted to other terminals through the communication network. Therefore, the information security problem of computer and communication network is particularly important. System control is now in the field of information technology, such as communications (see Li et al (2011), Cheng and Wong (2014) ). As a result, problems of system control can be related to important information security problems. The control system has many mature methods and techniques, however, the problems of information security has not been fully investigated, and some research directions in information security issues is still blank.
In the traditional control problems, operations of the controllers do not set security measures, and the corresponding observation information is also disclosed. In this case, the attacker can easily steal, tamper with or add information, thereby affecting the normal operation of the system, resulting in loss. Therefore, it is very important to improve the security of control systems, so that it can deal with a certain degree of active or passive attacks.
In this paper, we start with a class of system identification problems based on binary-valued output information with multi-party cooperation. In fact, in identification with multi-party cooperation, the input information is likely to involve their privacy or confidential. For example, in commercial cooperation, it may be related to the sources of information, marketing strategy, customer information and other important information. And the corresponding output information is often related to the embodiment of these confidential information and feedback results. If this information is invested into identification protocols without security guarantee, although identification results is gotten, such as parameter, cooperative production process development coordinates, confidential information can
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In this paper, we start with a class of system identification problems based on binary-valued output information with multi-party cooperation. In fact, in identification with multi-party cooperation, the input information is likely to involve their privacy or confidential. For example, in commercial cooperation, it may be related to the sources of information, marketing strategy, customer information and other important information. And the corresponding output information is often related to the embodiment of these confidential information and feedback results. If this information is invested into identification protocols without security guarantee, although identification results is gotten, such as parameter, cooperative production process development coordinates, confidential information can easily be stolen by others in identification process, resulting in confidential input information leakage and a huge loss. Therefore, the security of identification protocols is particularly important in system identification problems.
For simplicity, in the identification problem discussed in this paper, we assume that the attacker only uses passive attacks in Serjantov and Sewell (2003) , the attacker at most bought n − 1 participants R 2 , . . . , R n , and R 1 is honest. Under these conditions, there is no secure protocol in the sense of information theory (see Hirt and Maurer (2000) ), and we can only design secure protocols in the sense of cryptography, that is, simply reling on communication encoding/decoding algorithms can not guarantee the security of protocols, so that encryption/decryption algorithms are needed. Therefore, the following are discussed in the sense of cryptography.
This paper focus on the security problem in a class of system identification problems. Based on the traditional identification algorithm, we propose a security protocol in the sense of cryptography. Furthermore, we improve the security protocol in order to reduce its implementation complexity. To a certain extent, we improve security of the identification algorithm. Finally, we give the relationship among the public key, the input matrix and the number of parameters, and analyze the limitation of the security protocol.
The rest of this paper is organized as follows. Section 2 gives the formulation of the security problem in the system identification problem. Section 3 describes the treatment of encryption scheme and error. In Section 4, we designed the security protocol. And we improve it in Section5. Section 6 give the main result of this paper and analyze the limitation of the security protocol. Related simulations in presented in Section 7. In Section 8, we conclude this paper and discuss further work.
PROBLEM FORMULATION
There are n participants R 1 , . . . , R n cooperate to solve the following identification problem.
where a 1 , . . . , a n are parameters to be estimated, u 1 , . . . , u n are the inputs, y(k) is the output, and {d(k)} ∞ k=1 is a white noise sequence. Solving process requires to ensure no leakage of their input information.
Input and output of participant R j (j = 1, . . . , n) satisfy
In this paper, in order to deal with specific conditions, the identification method based on binary values is adopted.
where C is a threshold. Then
is a sequence of i.i.d. Bernoulli random variables, with success probability
where Φ is the standard normal distribution function. By Kolmogorov Strong Law of Large Numbers, we have
Therefore,
Then, n participants only need to jointly solve the following linear equations to get estimations of a 1 , . . . , a n .
where
It can be seen that the original problem is transformed into a jointly solving linear equations problem with privacy protection, where the privacy refers to the participants' respective equations, that is, R j 's equation a 1 (k)u j 1 + · · ·+ a n (k)u j n = C − Φ −1 ξ j (k) is secret to other participants, j = 1, . . . , n. In this way, we can use the method of secure multi-party computation to solve the problem in the sense of cryptography.
INTEGRALIZATION AND ERROR ANALYSIS
As mentioned earlier, only security protocols in the sense of cryptography can be designed under the conditions in Section 2. So we need to use an encryption scheme on the integer ring, and positive integer inputs is needed. For the range of Φ −1 is all real numbers, so we need to replace irrational numbers by rational numbers approximately. The main idea is based on that any irrational number can be approximated by a sequence of rational numbers. The sequence of rational numbers can be constructed as follows.
For any irrational number x, given positive integer s, there is an integer r s satisfying r s s < x < r s + 1 s . 
and {r s /s} ∞ s=1 is the sequence of rational numbers. That is, any given irrational number can be replaced by a rational number approximately, and the error can be made arbitrarily small.
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